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PURPOSE

The Children’s Online Privacy Protection Act of 1998 (COPPA) is designed to regulate and prevent
deception around “the collection, use, and/or disclosure of personal information from and about
children on the Internet”! and to give parents control over what information is gathered from their
young children online.?

HISTORY

COPPA was signed into law on October 21, 1998,3 and the regulations implementing COPPA went into
effect on April 21, 2000.* In January 2013, the Federal Trade Commission (FTC) amended COPPA
regulations to respond to changes in online technology.® These revised regulations took effect on July 1,
2013.°

APPLICABILITY TO BYU-HAWAII

COPPA applies to “the operator of any website or online service” that collects or maintains personal
information about visitors if the website is directed to children or if the operator “has actual knowledge
that it is collecting personal information from a child[.]”” For purposes of COPPA, a child is anyone under
age thirteen.® The website or online service must be offered for commercial purposes (such as selling
products or services).® Non-profit entities are typically not covered by COPPA,* unless they “operate for

116 C.F.R. § 312.1 (2016); see also Children’s Online Privacy Protection Rule, 64 Fed. Reg. 59,888, 59,888 (Nov. 3,
1999) (repeating Congress’ purpose).

2 Complying with COPPA: Frequently Asked Questions, FED. TRADE COMM’N § A(1), https://www.ftc.gov/tips-
advice/business-center/guidance/complying-coppa-frequently-asked-questions (last visited Mar. 15, 2016)
[hereinafter COPPA FAQs].

3 Children’s Online Privacy Protection Act of 1998, Pub. L. No. 105-277, 112 Stat. 2681, 2728-35 (1998).

4 Children’s Online Privacy Protection Rule, 64 Fed. Reg. 59,888, 59,888 (Nov. 3, 1999).

5 Children’s Online Privacy Protection Rule, 78 Fed. Reg. 3971 (Jan. 17, 2013).

51d. at 3972.

715 U.S.C. § 6502(a)(1), (b)(1)(A) (2015); id. § 6501(2) (defining “operator”).

8 Id. § 6501(1); 16 C.F.R. § 312.2 (2016).

9 See 15 U.S.C. § 6501(2) (explaining commercial purposes).

10/d. § 6501(2)(B) (excluding from the definition of operator “any nonprofit entity that would otherwise be exempt
from coverage under section 5 of the Federal Trade Commission Act (15 U.S.C. 45)”); see also 16 C.F.R. § 312.2
(setting forth the same exemption). Only persons, partnerships, and corporations are subject to the FTC Act. 15
U.S.C. § 45(a)(2). A corporation is an incorporated or unincorporated company, trust, or association “which is
organized to carry on business for its own profit or that of its members . .. ."” Id. § 44 (defining “corporation”).


https://www.gpo.gov/fdsys/pkg/USCODE-2016-title15/pdf/USCODE-2016-title15-chap91.pdf
https://www.ecfr.gov/cgi-bin/text-idx?SID=7d53c5cbdab6d56df3674caca6975944&mc=true&node=pt16.1.312&rgn=div5
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the profit of their commercial members.”*! However, the FTC encourages non-profit entities to comply
with COPPA.2

In determining whether a website or online service is directed to children, the FTC considers criteria
such as subject matter, visual and audio content, the age of models, language, advertising, information
regarding the age of the audience, and use of animated characters.!® Importantly, a website for general
audiences must still comply with COPPA if the site operator has actual knowledge that the site collects
any personal information from a child under age thirteen.*

BYU—-Hawaii operates commercial websites and online applications that may be directed at or collect
information from children.™ Although BYU—Hawaii is a nonprofit entity that may otherwise be exempt
from COPPA requirements, certain units of BYU-Hawaii operate for profit, such as the BYU-Hawaii
Store, and therefore may make the university and some of its websites subject to the law.'® Even if it
was determined that BYU—Hawaii is not subject to COPPA, the FTC recommends that exempt sites still
comply with the law in order to protect children who access their websites.'’

REQUIREMENTS

COPPA regulates the gathering of personal information online from anyone under age thirteen; this
includes asking or encouraging a child to submit information, allowing a child to publically publish
personal information, and passively tracking a child’s activities online.!® The law includes requirements
regarding privacy policies, parental consent, and storage of children’s information after it is collected.®

Personal Information
Personal information is defined as any of the following information collected from a child, even if the
information pertains to someone other than the child:

e Full name
e Address
e Email address

11 COPPA FAQs, supra note 2, § B(5); see also Cal. Dental Ass’n. v. FTC, 526 U.S. 756, 766-68 (1999) (concluding that
the FTC Act had jurisdiction over a nonprofit state dental association because the association contributed to the
profit of its individual member dentists by providing preferential financial arrangements and beneficial services,
such as marketing).

12 COPPA FAQs, supra note 2, § B(5).

1316 C.F.R. §312.2.

1415 U.S.C. § 6502(a)(1); 16 C.F.R. § 312.3. Website operators can obtain actual knowledge by asking for an
individual’s age during a registration process or by receiving communication from a concerned parent regarding his
or her child’s participation in the site. COPPA FAQs, supra note 2, §§ A(14),
G(1)http://www.business.ftc.gov/documents/0493-Complying-with-COPPA-Frequently-Asked-Questions.

15 For example, https://outreach.byuh.edu/node, which facilitates registration of children under the age of
thirteen for various music and recreational activities.

16 See 15 U.S.C. § 6501(2)(B) (limiting COPPA exemption to nonprofit entities that are exempt from the FTC Act); id.
§ 45(a)(2) (stating that corporations are subject to the FTC act); id. § 44 (defining corporation to include any
company “which is organized to carry on business for its own profit or that of its members”).

17 COPPA FAQs, supra note 2, § B(5).

1816 C.F.R. § 312.2 (defining “collection”).

19 See generally 15 U.S.C. § 6502(b)(1)(A)-(D); 16 C.F.R. §§ 312.3-312.10.



http://www.business.ftc.gov/documents/0493-Complying-with-COPPA-Frequently-Asked-Questions
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e Telephone number
e Social security number
e Any other identifier that can be used to contact a person (either physically or online)?°

Personal information can also include any other information collected about the child or his or her
parents if that information is combined with a piece of personal information.?! The FTC also interprets
personal information to include photographs, video, and audio files containing a child’s image or voice,
geolocation information (if specific enough to locate a city and street name), any persistent identifier
that can be recognized over time or across websites (such as an IP address), and online usernames that
can be used to contact the child.?

Notices to Parents

COPPA requires website operators to send direct notices to parents before collecting, using, or
disclosing personal information collected from children.?® The following are different types of direct
notices that may be necessary, depending on the circumstances.?

1. Notice to Obtain Parent’s Affirmative Consent to the Collection, Use, or Disclosure of a Child’s
Personal Information

2. Voluntary Notice to Parent of a Child’s Online Activities Not Involving the Collection, Use or
Disclosure of Personal Information

3. Notice to a Parent of Operator’s Intent to Communicate with the Child Multiple Times

4. Notice to a Parent in Order to Protect a Child’s Safety

Direct notices must contain specific components that are unique to each type of notice.?® In addition to
other components, each notice must contain a statement of what information was collected from the
child and why.?®

A website operator that collects personal information from children under age thirteen must also
provide notice on its website of the operator’s information collection and disclosure practices.?’ Any
direct notice to a parent must contain a link to this online notice.? The online notice must meet specific
requirements and include the following information:

1. Contact information (name, address, telephone number, and email address) for all site
operators that collect or maintain children’s personal information through the website.
(Alternatively, the notice may list contact information for a single operator who will respond to
parental inquiries on behalf of all of the site operators who collect children’s personal
information.)

2015 U.S.C. § 6501(8)(A)-(F).

21 1d. § 6501(8)(G).

2216 C.F.R. § 312.2 (defining “personal information”).
B d. §312.4(a).

2 14, §§ 312.4(c)(1)-(4), 312.5(c)(1)-(2), (4)-(5).

2 4. § 312.4(c)(1)-(4).

2 Id. § 312.4(c)(1)(i), (2)(i), (3)(i)-(2), (4)(i).

27 15 U..C. § 6502(b)(1)(A)(i) (2015).

2816 C.F.R. § 312.4(c)(2)(vi), (2)(iv), (3)(vi), (4)(v).

2 d. § 312.4(d).
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2. Adescription of the information the website operator collects from children, how the operator
uses this information, the operator’s information disclosure practices, and whether the operator
allows children to make their personal information publicly available.

3. A statement that parents can review or delete their child’s personal information and prevent
further collection or use. The statement must also include instructions for how to take action.°

Additionally, a clearly labeled and prominent link to the notice must be posted on the home page of the
operator’s website and at each area where personal information from children is collected.3! The FTC
recommends differentiating the link through font size or contrasting colors.??

All notices, both direct and online, must be “clearly and understandably written, complete, and must
contain no unrelated, confusing, or contradictory materials.”33

Parental Consent

A website operator must obtain parental consent before collecting, using, or disclosing personal
information from children.3* Consent must be received by a means that reasonably ensures the
individual giving consent is the child’s parent.?> The following are acceptable ways to verify consent:

e Having a parent sign a consent form and submit it by mail, fax, or electronic scan;

e Requiring a parent to use a credit or debit card in connection with a monetary transaction;

e Having a parent call a toll-free number and speak with trained personnel;

e Having a parent contact trained personnel by video conference; or

e Checking a parent’s government-issued ID against databases of these IDs to verify the parent’s
identity.3®

Other methods of verifying consent may be used if approved by the FTC.*” If information to be gathered
will not be disclosed, the website operator may seek consent by email, but only if other steps are taken
to confirm that consent was actually given.3® Confirmatory steps may be a follow-up email, a postal
letter, or a telephone call.3® Operators using this method must give notice that the parent can revoke
consent given in response to an email from the operator.*®

301d. § 312.4(d)(1)-(3).

31d. § 312.4(d).

32 COPPA FAQs, supra note 2, § C(8) (stating that a link at the bottom of a home page is usually insufficient).

3 d. § 312.4(a).

34 1d. § 312.5(a)(1).

35 1d. § 312.5(b)(1).

36 1d. § 312.5(b)(2)(i)-(v).

37 1d. § 312.12(a) (setting forth method for requesting approval); see also 312.5(b)(3) (allowing safe harbor
programs to approve other parental consent methods in certain situations). For example, in 2015, the FTC
approved the use of a new facial recognition technology that compares an image of a parent’s photo identification
with a selfie provided with a phone or device. See Letter from Donald S. Clark, FTC Secretary, to Allison Fitzpatrick,
Attorney for Jest8 Limited (Trading as Riyo) (Nov. 18, 2015), available at
https://www.ftc.gov/system/files/documents/public_statements/881633/151119riyocoppaletter.pdf.

38 Id. § 312.5(b)(2)(vi).

3 d.

40d.



https://www.ftc.gov/system/files/documents/public_statements/881633/151119riyocoppaletter.pdf
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Prior parental consent is not needed when contact information is collected from the child for the sole
purpose of obtaining consent to gather information, to inform the parent about the child’s participation
on the site, to respond to a single, specific request from a child, to protect the safety of a child
participant on the website, to protect the security of the website, to take precautions against liability, to
respond to judicial process, or to provide information to law enforcement.*! If the information is
collected to protect the child’s safety, the parental notice must still be sent after the information is
collected.*

Right to Review

The parent has the right to review information collected from the child upon request.** The parent also
has the right to review a description of the categories of personal information collected.* The parent
may, at any time, refuse to permit the further collection or usage of information and require that
information already gathered be deleted.*

Information Confidentiality and Security

Website operators must employ reasonable procedures to maintain the confidentiality, security, and
integrity of information collected from children.? If children’s personal information is released to service
providers or third parties, the operator must obtain assurances that service providers and third parties
are capable to and will maintain the information’s confidentiality, security, and integrity.*’

Information Retention

Any personal information collected from children may be retained “only as long as is reasonably
necessary to fulfill the purpose for which the information was collected.”*® After this time period has
passed, the operator must delete collected information in a way that reasonably prevents the
information from being accessed without authorization.*®

Safe Harbor Programs

Industry groups and other entities may create self-regulatory program guidelines and seek the FTC’s
approval of these guidelines.*® In order to be approved, the program it must require website operators
to provide the same or greater confidentiality and security protections and follow the same data
retention policies stipulated under COPPA.>! The program must also include a mandatory mechanism to
independently assess operators’ compliance, and provide for acceptable disciplinary actions against
program participants that fail to comply with requirements.>? The FTC must seek public comment in the

4. § 312.5(c)(1)-(6).
%214, § 312.5(c)(5).

3 1d. § 312.6(a)(3).
%14, § 312.6(a)(1).

% 1d, § 312.6(a)(2).

% |4, § 312.8.

474,

% 14, § 312.10.

1,

50 /4. § 312.11(a).
S1/d, §312.11(b)(1).
52 1d, § 312.11(b)(2)-(3).
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Federal Register on all applications before they can be approved.> Safe harbor program applications will
be approved or denied within 180 days of when the application was filed.>

Penalties
Violations of COPPA are treated as unfair or deceptive acts and practices,*® and website operators that
violate COPPA are liable for up to $16,000 per violation.>®

STAYING UP-TO-DATE
The following websites provide valuable information regarding this law and its applicability.

DOCUMENT/REFERENCE DESCRIPTION ‘
http://www.ecfr.gov/cgi-bin/text- e-CFR copy of the FTC's COPPA regulations.
idx?SID=782955fb3137de7207759add49197674&
tpl=/ecfrbrowse/Title16/16cfr312 main 02.tpl

http://www.business.ftc.gov/privacy-and- Site regarding COPPA and children’s privacy in

security/childrens-privacy general from the FTC’s Bureau of Consumer
Protection.

http://business.ftc.gov/documents/Complying- COPPA compliance guidance from the FTC.

with-COPPA-Frequently-Asked-Questions
http://www.forbes.com/sites/larrymagid/2013/0 | Article from Forbes regarding the FTC’s frequently
4/25/ftc-clarifies-childrens-online-privacy-law- asked question guidance on COPPA.

coppa

531d. §312.11(a).

54 d.

5515 U.S.C. § 6502(c) (stating that a violation of COPPA shall be treated as a violation of a rule defining an unfair or
deceptive act or practice prescribed under [15 U.S.C.] section 57a(a)(1)(B)”); 16 C.F.R. § 312.9 (stating the same)
(2015).

616 C.F.R. § 45(m)(1)(A) (setting forth a civil penalty of $10,000 for violation of any rule respecting unfair or
deceptive acts or practices); 16 C.F.R. § 1.98(d) (increasing civil penalty from $10,000 to $16,000); COPPA FAQs,
supra note 2, § B(2).


http://www.ecfr.gov/cgi-bin/text-idx?SID=782955fb3137de7207759add49197674&tpl=/ecfrbrowse/Title16/16cfr312_main_02.tpl
http://www.ecfr.gov/cgi-bin/text-idx?SID=782955fb3137de7207759add49197674&tpl=/ecfrbrowse/Title16/16cfr312_main_02.tpl
http://www.ecfr.gov/cgi-bin/text-idx?SID=782955fb3137de7207759add49197674&tpl=/ecfrbrowse/Title16/16cfr312_main_02.tpl
http://www.business.ftc.gov/privacy-and-security/childrens-privacy
http://www.business.ftc.gov/privacy-and-security/childrens-privacy
http://business.ftc.gov/documents/Complying-with-COPPA-Frequently-Asked-Questions
http://business.ftc.gov/documents/Complying-with-COPPA-Frequently-Asked-Questions
http://www.forbes.com/sites/larrymagid/2013/04/25/ftc-clarifies-childrens-online-privacy-law-coppa/
http://www.forbes.com/sites/larrymagid/2013/04/25/ftc-clarifies-childrens-online-privacy-law-coppa/
http://www.forbes.com/sites/larrymagid/2013/04/25/ftc-clarifies-childrens-online-privacy-law-coppa/

